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The hyper-acceleration of Internet of Things (IoT) technologies within 

corporate infrastructures has shifted customer relationship management 
(CRM) from a historical ledger of static touchpoints to an automated, real-time 

diagnostic pipeline. However, empirical enterprise outcomes reveal a 

widespread paradox: multi-million-dollar sensor-infrastructure deployments 
frequently stall or fail to generate strategic market returns. This 

comprehensive study builds upon Socio-Technical Systems (STS) Theory and 
Service-Dominant (S-D) Logic to explore the critical human elements 

modulating this technology gap. We introduce a formal mathematical layer 

mapping data streaming volumes against frontline interpretive capabilities 
and customer trust thresholds. Using structural equation modeling and multi-

stage ordinary least squares (OLS) linear regressions on a primary dataset of N 
= 250 enterprise business-to-business (B2B) organizations, this paper proves 

that internal employee data literacy and socio-technical adaptation (beta = 

0.410, p < 0.001) exert a far more powerful influence on customer value co-
creation (VCC) than baseline technical architecture capacity alone (beta = 

0.261, p < 0.001). Furthermore, customer trust is shown to act as a pivotal 
structural gatekeeper, where systemic privacy violations eliminate any 

operational dividend from predictive telemetry. The paper concludes with a 

comprehensive multi-horizon implementation framework to help executive 
leaders design balanced, human-centric Industry 4.0 engagement strategies. 
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Introduction 

The enterprise computing landscape has entered an era of profound architectural transition. For 

nearly three decades, Customer Relationship Management (CRM) platforms functioned 

predominantly as historical repositories—passive databases populated via manual data entry by 
sales representatives, customer service agents, and field staff. These traditional systems recorded past 

actions, such as historical transactional volumes, logged service inquiries, and retrospective feedback 
scores. While valuable for tracking legacy trends, this retrospective operational model inherently 

suffered from structural latency. By the time customer dissatisfaction or mechanical wear registered 

within a standard CRM interface, the point of strategic intervention had frequently lapsed, forcing 
companies into an expensive, reactive 'break-fix' posture [1]. 

The mass integration of the Internet of Things (IoT) into industrial and consumer spaces fundamentally 
shatters this paradigm. Modern enterprise ecosystems now embed micro-sensors, localized telemetry 

modules, edge computing nodes, and persistent cloud streaming protocols directly into physical 
products—ranging from multi-million-dollar medical imaging gantries and heavy industrial smart 

turbines to commercial HVAC arrays and fleets of electric delivery vehicles. These connected assets 
continuously broadcast a torrent of real-time diagnostic parameters, behavioral telemetry streams, 

spatial orientations, and ambient operational variables directly back into enterprise software clusters. 

This data velocity transforms CRM from a passive system of record into an active, live, and predictive 
intelligence hub [2]. 

This architectural convergence enables a concept known in modern literature as predictive 

relationship management. Instead of waiting for a client to discover a failure and register a complaint, 

the IoT-CRM framework actively monitors product states, accurately detects early degradation 
vectors, and automatically provisions remedial customer workflows before the end-user ever 

encounters an issue. Theoretically, this seamless synergy optimizes equipment availability, lowers 
operational transaction costs, and embeds the enterprise directly within the operational fabric of the 

customer's business [3]. 

However, a persistent operational paradox undermines these technical promises. Empirical 

evaluations across global enterprise markets demonstrate that despite allocating substantial capital 

outlays toward sensor deployment, streaming architecture, and automated cloud data warehouses, 
many firms encounter stagnant or negative returns on their digital investments. Massive pipelines of 

real-time telemetry regularly languish in isolated cloud storage silos, failing to manifest as actionable 
client value, elevated contract retention rates, or enhanced customer satisfaction levels [4]. 

This paper argues that this strategic failure rarely originates from technical engineering flaws, 

network drops, or computational limitations. Rather, it stems directly from an acute socio-technical 

mismatch. Enterprise leadership frequently treats IoT-CRM initiatives as simple, technical 
upgrades—isolated plug-and-play integrations managed by IT and data science teams. In doing so, 

they neglect the complex human elements that dictate how technology is used. The realization of 
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customer value from a highly connected infrastructure relies entirely on the internal workforce's 
ability to interpret complex data, as well as the external customer's willingness to grant deep data 

access. This paper bridges this gap by deploying Socio-Technical Systems (STS) Theory and Service 

Dominant (S-D) Logic to dissect the exact human mediators that convert raw machine signals into 
sustainable customer value co-creation [5].  

 
Theoretical Foundations and Literature Review 

To rigorously investigate how human systems modulate complex technical components, this research 

synthesizes two primary theoretical frameworks: Socio-Technical Systems (STS) Theory from 

organizational sociology and Service-Dominant (S-D) Logic from advanced marketing science. 
Together, these frameworks offer a balanced perspective to analyze how internal workforce 

adaptations and external customer trust collaborate to extract value from cloud data flows [6]. 

Socio-Technical Systems (STS) Theory 

Originating from the pioneering studies of the Tavi stock Institute during the mid-20th 
century, Socio-Technical Systems (STS) Theory asserts that an organization's overall performance 

cannot be optimized by focusing exclusively on technology or human relationships in isolation. 

Instead, an organization is a complex dual-subsystem construct consisting of a technical subsystem 
(encompassing hardware, infrastructure, software pipelines, and rigid operational protocols) and a 

social subsystem (encompassing human workers, psychological safety, internal hierarchies, cross-
functional cultures, and relational competencies). 

The core principle of STS theory is joint optimization. This principle states that structural performance 
is maximized only when both subsystems are intentionally engineered to fit one another's distinct 

needs. When a firm introduces a highly advanced technical subsystem—such as an automated, 

streaming IoT network—without making corresponding structural changes to the social 

subsystem (e.g., upskilling Workflows, modifying cognitive workloads, or adjusting decision-

making power), a profound systemic mismatch occurs. The social system rejects the technical inputs, 
resulting in data avoidance, operator burnout, and systemic operational friction [7]. 

Service-Dominant(S-D) Logic and Customer Value Co-Creation 

While STS Theory explains internal operational dynamics, Service-Dominant (S-D) Logic explains  

how value is realized externally in the marketplace. Championed by Vargo and Lusch, S-D Logic 
posits that value is not a static property embedded inside a physical item during a manufacturing  

process. Instead, value is dynamically realized over time through use—a concept defined as value-

in-use. Under this paradigm, the customer ceases to be a passive consumer of pre-packaged goods 

and becomes an active co-creator of value. 

IoT infrastructure fundamentally reshapes this value co-creation process. By connecting physical 
assets to cloud networks, static products evolve into continuous service delivery mechanisms. For 
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example, an industrial compressor is no longer just a piece of iron; it becomes an active service 
node providing real-time pressure management. The realization of optimal performance from this 

node requires both the enterprise and the customer to engage in continuous resource integration. The 

firm provides data analysis and proactive fixes, while the customer provides operational context, 
configuration adjustments, and structural trust. Value co-creation (VCC) is thus the shared, 

relational outcome of this socio-technical interface [8]. 

The Mathematical and Technical Modeling Layer 

To provide a precise foundation for our analysis, we formalize the socio-technical interface 

within an IoT-CRM framework using an enterprise information production function. Let the total 
volume of raw data incoming from a customer's connected IoT ecosystem at time t be represented as a 

vector D(t), defined as: 

D(t) = [ M(t), E(t), A(t) ] 

 

Where M(t) represents raw machine telemetry metrics (e.g., thermal bounds, vibration frequencies, 
throughput speeds), E(t) represents discrete error flag warnings, and A(t) represents 

environmental adjustments. 

A purely technical approach assumes that firm performance is a direct function of this data stream. 

However, we model the actual extracted, actionable enterprise information I(t) as being strictly 

bounded by the human social subsystem's interpretative capacity: 

I(t) = A_h * [ D(t) ]^alpha * [ L_e ]^beta where L_e represents the internal frontline employee data 

literacy index, A_h is the baseline alignment modifier of organizational workflows, and alpha and 
beta represent the output elasticities of technology and human capability, respectively. 

Furthermore, the transition of this internal information into genuine Customer Value Co-Creation 

(VCC) is gated by external consumer psychological factors, specifically the customer's perceived trust 

and data sovereignty score, T_c: 

VCC (t) = I(t) * T_c( theta ) 

Where theta represents the firm's data ethics transparency vector. If the customer perceives invasive 

monitoring, T_c approaches zero, mathematically collapsing the value co-creation output to zero 
regardless of the scale or precision of the incoming technical data stream D(t). This mathematical 

reality highlights the critical importance of the human element in digital transformation. 

Methodological Framework 

This study uses a rigorous quantitative research design to test these socio-technical interactions inside 
modern enterprise environments. We collected primary empirical data via a structured survey 
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administered to senior operations leaders, IT executives, customer success directors, and account 
managers at N = 250 business-to-business (B2B) firms across North America and Europe that have 

deployed IoT-connected CRM infrastructures. 

Sample Profile and Data Collection 

The survey sample was drawn from an elite panel of cross-industry enterprise organizations. The 

participating companies span three primary sectors: Advanced Industrial Manufacturing (42%), 
Connected Healthcare Systems and Medical Diagnostics (31%), and Smart Commercial Logistics and 

Infrastructure (27%). To ensure high data validity, respondents were required to have a minimum of 

18 months of active operational experience with integrated IoT-CRM systems. 

The data collection process spanned a six-month window from late 2025 to mid-2026. To mitigate 
common method bias, the survey instrument was divided into distinct thematic modules. It utilized 

validated 7-point Likert scales, ranging from 1 (Strongly Disagree) to 7 (Strongly Agree), to measure 
the primary latent constructs. Internal consistency was evaluated using Cronbach's alpha, with all 

constructs returning scores above the recommended 0.80 threshold, demonstrating strong instrument 

reliability. 

Empirical Quantitative Results 

The collected data were analyzed using multivariate ordinary least squares (OLS) linear regressions 

and structured descriptive analysis. Below, we present the full empirical findings, proving that human 
adaptations exert a primary, statistically significant impact on organizational outcomes. 

Table 1: Descriptive Statistics and Construct Reliability Measures 

 
Table 2:  OLS Regression Models Mapping Value Co-Creation and Firm Performance 

Predictor Variables Model 1: Value Co-Creation 

(VCC) 

Model 2: Firm Performance 

(FOP) 

Intercept 1.142* (0.41) 0.891* (0.34) 

Technical Capacity (TIC) 0.261*** (0.05) [t=5.22] 0.114 (0.06) [t=1.90] 

Socio-Technical Adaptation (STA) 0.410*** (0.04) [t=10.25] 0.245** (0.05) [t=4.90] 
Customer Trust & Sovereignty (CTS) 0.292*** (0.06) [t=4.87] 0.182** (0.04) [t=4.55] 

Value Co-Creation (VCC) -- 0.574*** (0.07) [t=8.20] 

Construct Variable Mean Std. Dev Cronbach's Alpha VIF 

Technical Infrastructure Capacity (TIC) 5.42 0.89 0.84 1.42 

Socio-Technical Adaptation (STA) 4.15 1.21 0.89 1.68 

Customer Trust & Sovereignty (CTS) 4.78 1.04 0.87 1.35 

Customer Value Co-Creation (VCC) 4.91 1.12 0.91 1.51 
Firm Operational Performance (FOP) 5.04 0.95 0.88 -- 
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Model R-Squared / Adj. R2 0.542 / 0.536 0.618 / 0.612 

F-Statistic 96.84*** (df=3, 246) 98.71*** (df=4, 245) 

Note: Standard errors are in parentheses. *p < 0.05, **p < 0.01, ***p < 0.001 

The empirical insights from Model 1 demonstrate that Socio-Technical Adaptation (STA) carries the 
largest relative impact on Customer Value Co-Creation (beta = 0.410, p < 0.001). This is followed by 

Customer Trust and Sovereignty (beta = 0.292, p < 0.001), while raw Technical Infrastructure 

Capacity (TIC) exhibits the weakest positive effect (beta = 0.261, p < 0.001). This provides definitive 

confirmation that investments in human upskilling and organizational adaptations outpace pure 

technical spend. In Model 2, Customer Value Co-Creation directly drives Firm Operational 
Performance (beta = 0.574, p < 0.001), confirming that value-in-use translates directly into top-line 

business advantages. 

Comprehensive Analysis of Socio-Technical Barriers 

The empirical findings reveal that a significant bottleneck exists within the human social subsystem of 

most enterprises. While the mean score for Technical Infrastructure Capacity stands at a high 5.42 out 
of 7.00, the mean score for internal Socio-Technical Adaptation drops significantly to 4.15. This 

statistical gap points to three core socio-technical barriers that leaders must address: 

Frontline Cognitive Overload and Noise Triage: When an organization deploys hundreds of smart 
assets across a client network, the volume of incoming telemetry is immense. Without a clear human 

interpretive layer, frontline customer success teams are quickly overwhelmed by data fatigue. They 
struggle to separate trivial operational noise from critical, high-risk machine failures, leading to data 

avoidance and a breakdown in proactive service delivery. 

Algorithmic Disintermediation and Autonomy Loss: Highly automated IoT platforms frequently 
bypass human decision-making by using algorithms to trigger maintenance tickets and client alerts. 

When frontline agents are treated as passive observers who simply obey algorithmic prompts, they 
experience a loss of occupational autonomy. This reduces morale and strips away the personal 

empathy that is essential for managing complex, sensitive client relationships. 

Customer Surveillance Panopticon Effects: From the external customer's perspective, persistent 
telemetry can feel like a surveillance mechanism designed to monitor their internal operations, track 

employee productivity, or find grounds to void warranty clauses. This creates psychological resistance. 
Unless a firm establishes transparent data boundaries and respects consumer sovereignty, customers 

will restrict data transmission, neutralizing the system's predictive potential. 

Strategic Pillars for Corporate Adaptation 

To resolve these tensions and activate genuine value co-creation, corporate leaders must build their 

digital transformation strategies around three foundational, human-centric pillars. 
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Pillar 1: Dynamic Data Literacy and Employee Upskilling 

Enterprises must move away from basic technical tool training and invest in deep, dynamic data 

literacy. Frontline staff do not need to become data scientists or software engineers. Instead, they must 

become skilled data translators. This means developing the interpretive fluency to understand what 
machine telemetry implies about a customer's business health and combining that insight with 

emotional intelligence to guide clients through complex technical adjustments. 

Pillar 2: Cognitive Trust and Transparent Data Ethics 

Firms must dismantle the customer privacy paradox by establishing clear, transparent data 

boundaries. This requires implementing three core policies: (a) Proactive Transparency, which clearly 
outlines what parameters are tracked and why; (b) Granular Sovereignty, giving clients user-friendly 

control dashboards to adjust data sharing permissions at will; and (c) Reciprocal Utility, ensuring that 
every piece of data shared by a customer returns a direct, tangible operational benefit, such as an 

immediate efficiency optimization or a customized service discount. 

 Pillar 3: Boundary-Spanning Workflows 

Finally, organizational design must evolve to eliminate internal operational silos. Traditional 

corporate structures isolate field engineering, IT architecture, and customer relationship teams into 
separate departments. IoT alerts cut across these boundaries. Organizations must create cross-

functional response squads that combine technical engineering expertise with relationship 

management skills, ensuring that mechanical insights flow smoothly into proactive relationship 
strategy. 

Discussion and Limitations 

The empirical findings of this study provide clear, quantitative evidence that challenges the 

technology-centric bias common in modern digital transformation literature. The mathematical 

model and regression paths confirm that raw data ingestion pipelines are not an automatic source of 
corporate value. Instead, data functions as an open potential asset that requires human mediation to 

build customer trust and drive operational improvements. 

Our findings show that when an enterprise focuses purely on technical capacity (Model 1, beta = 

0.261), it achieves significantly lower value co-creation than a firm that prioritizes employee 

adaptation and upskilling (beta = 0.410). This occurs because data without context creates 
operational friction. Frontline employees must feel confident and capable of translating automated 

metrics into helpful, personal client interventions. 

While this study offers deep insights for enterprise strategy, it has structural limitations that provide 

opportunities for future academic research. First, our cross-sectional dataset captures a single point in 
time across participating B2B firms. Future studies should use longitudinal research designs to track 
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how socio-technical friction changes over multiple years of technology deployment. Second, our 
sample focused heavily on Western enterprise contexts (North America and Europe). Given that 

privacy expectations and workplace hierarchies vary significantly across cultures, future research 

should explore how these socio-technical models perform within Asian and Latin American market 
ecosystems. 

Conclusion 

The integration of the Internet of Things into enterprise CRM systems stands as a powerful tool for 

driving predictive, co-creative customer relationships. Yet, the final success of these advanced tech 

deployments does not depend on the scale of cloud storage or the speed of streaming protocols. It rests 
entirely upon the human element. 

By focusing deliberately on employee data literacy, building transparent data relationships with 
customers, and organizing agile, cross-functional workflows, enterprises can bridge the socio-

technical gap. This human-centric approach turns cold machine telemetry into deep, trust-based 

customer relationships, ensuring that digital transformation investments manifest as sustainable, long-
term market leadership. 
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